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YHuKpeanT BynbaHk nonara nNpodpecuoHanHu rpUxKK
33 3allMTa Ha CBOMTE K/MEHTW, KaTo M3MoM3Ba Haw-
CbBPEMEHHWUTE CBETOBHWU MPAKTUKKU W TEXHOMNOTMKU B
06/13CTTa Ha MHTEPHET CUIYPHOCTTA M anTepHATUBHMUTE
KaHanu 3a baHKMpaHe.

He no-manko BaHO 3a Bawarta curypHoct e
noseaeHWeTo BW B MHTEPHET MpPOCTPAHCTBOTO M
M3Mon3BaHWTe 0T Bac cpencTsa 3a 3alMTa Ha Bawwusa
KOMMIOTBP M YCTPOMCTBA 338 MHTepHET [0CTh.

NMpenopuKu
3a CUFYpHOCT

oQe  /136epeme edHa om Kameaopuume,
b 3a da Haydume noseye

MNpenopbku
Kakeo TpsbBa fa 3Ham v npass
33 MOSITa CUI'YpHOCT?

YeK nucT
Cna3Bam 1 HeobxogumuTe
MEpKH 33 CMIypHOCT?

HDEAOTBpaTﬂBaHE Ha U3MaAMHU
@ KaK fa ce nass 0T CbBpemMeHHWUTe OMWTH 3a
M3Mama 0T KM6ep NPecTbiHULMTE?

Owe 3a cUMrypHocTTa
KaKkBo owe Tpsbea Aa 3Ham
3a cBOATa CMIYPHOCT?
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[1penopbKU 3@ CUFYPHOCT

KAKBO TPABBA [JA 3HAM W MPABSA 3A MOATA CUITYPHOCT?

MHDOPMaLMOHHATa CUIYPHOCT € OT CbLLEeCTBEHO 3HAYeHWE 33 OHMaMH W MOBIMHOTO BaHKMpaHe. YHWUKpeauT
bynbaHK nonara NpPodecMoHanHKW rPUXKKM 3a 0MasBaHe Ha CMIYpPHOCTTa Ha KOMMKOTbPHATA CM MPEXa, 4acT oT
KOATO € M CaMTbT Ha bynbaHk OHNaMH. He No-mManko BaXKHW 3a CMIYpHOCTTA Ha WM3MOA3BaHOTO OT Bac oHNawH
6aHKMpaHe ca W NpefnpyeTMTe OT Bawa cTpaHa MepKM — Ha BalwuTe KOMMOTPH, KOMMKOTBPHU MPEXK W
MHTepHeT JoCTbM.

YHUKpeauT bynbaHk pa3pellaBa AoCcTbn Ao bynbaHk OHNaMH ypes3 obuyalHWTe CpeacTBa 3a MAeHTUUKaUMS —
NoTPebUTeNCKO MMe M Napona, a 3a NNaTeXHW HapexxaaHua — v upe3 LndpoB cepTUdUKaT. AKO CUIypHOCTTa Ha
Balums KomnoTbp 6bAie KOMNPOMETHPaHa, 3N10HaMepeHH KA MoraT [ia nosyyaT AoCcTbM A0 BaluTe cpeficTBa 3a
naeHTUdUKaLMS, @ Ype3 TAX — [0 OHNaMH 6aHKWMpaHeTo oT Balle nMe. Mo TaKbB HAUMH MOXKe [1a 6bae nonyyeH
[10CTbN A0 6aHKOBA MHGOPMaLMS MO OTHOLEHWe Ha BalumTe CMeTKHM, KaKTo W [0 NapuyHUTe CpeaCcTBa MNo TAX.

BalwaTta oTroBOpPHOCT KaTO MOTPE6WUTEN Ha OHMaMH W MOBMNHOTO baHKMPaHe e [a ona3BaTe NepcoHasHUTe CU
CPefCcTBa 33 MHAEHTUOMKAUMA CbIMacHO M3MCKBaHWATa B O6LUMTe yYCMOBMA 3a YCIYrMTe 3a efeKTPOHHO
6aHKMpaHe bynbaHk OHNaMH K bynbaHk Mobakn.

He “3nonssaiTe Ny6IMUHU KOMMIOTPH U COTYEp C HesiceH NpoM3xop,

MposepsBaiiTe M3npaLyaya Ha UM CbobLLEHUA U He NpeaoCcTaBaANTe KOHPHUAEHLMANHA MHOPMaLUS.

MposepsBaiiTe MHAWKALMMTE 33 CUIYPHOCT Ha yeb-caiToBeTe.

MU3b6areaiiTe 3anameTaBaHe Ha NOTPe6UTENCKA UMEeHa U Naposiy B ye6-6pay3bpa Bu.

M3non3BaiTe aHTUBUPYCEH copTyep, aHTU-cnakyebp  firewall. MpenopbunTenHo e Te pa 6bAAT NOAAbPIKAHU OT

cneuuasimcT.

Mpu npepocTaBsHe Ha PU3UYECKU A0CTHN [0 KOMNIOTbPa BU Ha TpeTH N1La, U3TPMBaTe OT Hero BCUYKK CPeAcTBa 3a
WaeHTHOHUKaL .

06HoBsIBaiTe M3M0N3BaHUA 0T Bac copTyep, yeb 6pay3bp M onepaLMoHHa CUCTEMa, C/iefBaiTe NPenopbKUTe 38 CUrypHOCT
Ha npousBsoguTens.

D byn6aHk OHNamnH

He pa3KpuBaiTe Ha HUKOr0 CBOETO NOTPe6UTEeNCKO UMe U
naposna, CMeHsiiTe r'M YecTo.

MpoBepsiBaiiTe pocTbna Ao byn6aHk OHNaiH oT Bawe
vMe, BUHAryu M3non3BeaiTe ,,M3xon” cnep M3non3BaHeTo
Ha caKTa.

MpenopbuMTesnHoO e fa U3non3saTe YHUBepcaneH
EneKTpoHeH MoAanuc Uiu uMppoB cepTUPHUKAT BbPXY
XapAyepHO KpUNTorpagpCcKo yCTPOMCTBO.

3a KOPNOPaTUBHHU KJTHEHTHU — MNpeLieHeTe Bb3MOXXHOCTTa
3a KOMGMHMpaH nognuc.

Mpy1 cbMHeHKWe 3a HEOTOPU3MPaH A,0CTLN OT Bale ume Ao
Bbyn6aHk OHnavH BegHara MHdopmuparTe YHUKpeaut
byn6aHk.

B BynbaHk Mobawnn

3aknuBanTe BUHarv TenedoHa cu v onpepenete NMUH /
napona 3a AocTon. He 3an1cBaiTe naposiu 3a fOCTLN Ha
TenedoHa cH, He cnoAeNsiTe [0CTbNA CH A0 TenedoHa,
KaKTO M caMmH1s TenepoH C TPeTH Nuua.

Tene¢0H'bT TpabBa fa e akTyanyMsvpaH [0 nocnegHa
BepcHsa Ha onepalHMOHHaTa CUCTeMa UM NOHe A0 ABe
BepCcuH Ha3apj.

Mpu nyMnca Ha KOMyHHUKALMOHHK YCNYIK € HoMepa By,
MONSi BefHara M3MCcKauTe oT f0CTaBYMKA HA MOBUNHUA Bu
onepaTop CTaTyC W NPH AeKiapupaHe 3a CMAHa WU
npeu3gaBaHe Ha SIM KapTa U3UCKaiTe He3abaBHO
6110K1paHe.

He nonsBaiiTe nporpamu, NpefocTaBsLLM 0TAaNeYeH
[ocTbn 8o Bawus TenedoH.

WHcTanuparTe NpUN0XKEeHUs Ha BalLMsA TeslepoH camo oT
opH1LHUaNHUTE MarasuHU Ha npunoxxeHus Google Play /
AppStore.

YeK MCT 3a curypHocT

Cna3Bam N1 HeoBXoAUMUTE MEPKM 33 CUIrYPHOCT?
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YeKk NUCT 3a CUTypHOCT

CMA3BAM /1 HEOBXOAMMUTE MEPKHM 3A CUTYPHOCT?

MpernepariTe NOCOYEHUTE MEPKH 3@ CUIYPHOCT M NpOBepeTe Aasiv 0TroBapATe Ha BCAKA OT TAX.

MOSAT KOMMKOTHP/YCTPOMCTBO PA3MOJIATA C AHTUBMPYCEH CODTYEP,
KOMTO CE AKTYASIM3UPA PEAOBHO

AHTUBMPYCHATA MW NPOTPAMA MMA OYHKLIMA 3A PA3MO3HABAHE HA 3/10BPEEH
CODTYEP, SPYWARE M MPOrPAMK OT THUIMA ,, TPOAHCKN KOH*

CKAHMPAM PEOBHO CBOA KOMIMIOTHP 3A BUPYCH

CMEHAM MAPOJTATA CW 3A AITTEPHATUBHM KAHATM 3A BAHKMPAHE MOHE BEAHLXK B
MECELIA

BPAY3bPbLT, KOMTO M3M0/13BAM 3A BAHKMPAHE, E HACTPOEH HA HAW-BMCOKOTO HUBO
HA 3ALLMTA HA JAHHUTE

M3MOJI3BAM MOC/EAHA BEPCHA CUCTEMEH CODTYEP, YEB BPAY3EP, OMEPALIMOHHA
CHUCTEMA UM FIREWALL

M3M0M3BAM BPAY3bPLT, KOWMTO M3M0/13BAM 3A BAHKMPAHE, E HACTPOEH HA HAW-
BMCOKOTO HMBO HA 3ALLIMTA HA IIAHHUTE

MPU BXOZ, B ENEKTPOHHWTE KAHAJIM 3A BAHKHMPAHE, BUHAT M CE YBEPABAM B
ABTEHTHUYHOCTTA HA CTPAHWLIATA, KATO MNPOBEPABAM, OANTN APECHUAT BAP E
OLIBETEH B 3EJTEHO M AZIPECHT HA CTPAHWULATA 3AMOYBA C HTTPS://

MA34 B TAMHA W HE 3AMAMETSABAM B UHTEPHET BPAY3bPA MOETO MOTPEBMTESNCKO MME
M TNAPOJIA

HE MHCTAJTMPAM MPOIPAMKM C HEACEH MPOM3X0J W HE CNEABAM JIMHKOBE B
CbMHWTE/THX CHOBLLEHWSA Y UMEMTM HA KOMIMKOTHPA, OT KOMTO BAHKUPAM

CBANIAM COPTYEP HA MOS TENIEDGOH/ MOBM/THO YCTPOMCTBO EAMHCTBEHO OT
OOULMATTHUTE MATA3MHK 3A NMPUNOMEHNA — APP STORE, GOOGLE PLAY

HE OABPXA MOCTOAHHO BK/IHOYEH B KOMMIOTHPA MOst KBAJTMOULIMPAH EJTEKTPOHEH
MOAMKC (B CNYYAW YE M3MON3BAM TAKBB), KOTATO HE PABOTA C HETO

MNpepoTepaTaABaHe Ha U3MaMH
Kak ga ce nassot CbBPEMEHHWTE ONUTHU
33 U3MaMa 0T KW6ep NPecTbNHULMTE?

© 00

MpW NOKPMBaHe Ha BCUYKK BbMPOCKM C NOMNOXKKUTeNeH oTroeop ,AA", Bre bUxTe MOrM Aa CTe CrOKOMHHM, Ye cTe
HanpaBWAW BCMUYKO HEOBXOAMMO 3a BallaTa CMrypHOCT NpW M3Mon3BaHe Ha eNeKTPOHHWUTE KaHanu 3a MHTepHET U
MOBMIHO BaHKKUpaHe.
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NpepoTBpaTsBaHe Ha U3MaMH O @

KAK A CE MA34 OT CbBPEMEHHWTE OMMTH 3A U3MAMA
OT KMBEP NPECTLIMHULIMTE?

C HapacTBaHe Ha W3MOo/3BaHETO Ha MHTEPHET B CBETOBEH Mallab Ce yBennyaBaT AeNCTBUATA Ha KPUMMHANHKUA
KOHTMHIEHT, Lensiy pasuyHu GopMu Ha M3Mama Crpamo NoTpebuTenMTe B rnobanHaTta Mpexa, BKIKYMTEHO

KbM KITMEHTHTE, M3N0N3BaLLM aNTEePHATUBHK KaHaNM 3a MHTePHeT baHKKpaHe.

3a Hac, KaTo baHKa C MpUWOpUTET BBbPXY CUIYPHOCTTA Ha HaWMTE KIWMEHTW, e BarKHO Aa Bu 3ano3Haem c
[eNCTBaLLMTE U3MAMHK CXEMU B cq>epaTa Ha anTepHaTUBHWUTE KaHaM 338 MHTEPHET U MOBWIHO BaHKMpaHe, Taka

4ye Npu eBeHTyaHaTa MM NpoABa Aa M,EI,EHTM(])MLI,MpaTe 1 CBOEBPEMEHHO [a Ce npeana3snTe OT TAX.

AKTYAJIHA TPUKOBE U1 ONMHUTHU 3A U3SMAMA HA KUBEP NMPECTbIMHULUTE

danwunso cbobLueHue, danimrBo NMMCMO OT KOHTpareHT /
W3WCKBALL0 BbBEXKAaHe Ha napTHLOP / 6/IM3bK 3a NPOMAHA Ha
[aHHW 3@ MObWNeH TenedoH — HeroBuTe 6aHKOBH CMETKH

ornepaLmMoHHa cucTema v
TenedoHeH Homep

@ danwueo TenedoHHO obaXkaaHe

WU Menn

danwmBo cbobLLEeHUe, U3UCKBALL0 BbBeXAaHe Ha

[aHHU 3a mo6uneH TenedoH - onepaLMoOHHaTa CUCTEMa

U TenedoHeH HoMep

OlMWCAHKE

Cned BnusaHe B anmepHamMuBHUME KaHanu 3a UHMepHem 6aHKupaHe ce BU3yanu3upa (hanuiuB eKpaH,
HanodobsiBaw, bynbaHk OHnalH. Ha He2o, nod npedmeKkcm A00oNbAHUMEHA 3aujuma Ha MobusiHuUs meneghoH
Ha KAaueHma om ,BpedoHoceH coghmyep”, ce usuckBa nompebumensm 0a c/1e0Ba CMbNKU 3@ UHCManupaHe Ha
MOBUSIHa aHMUBUPYCHA Npo2pama, Ype3 BbBexKdaHe Ha daHHU 3a 0nepayuoHHa cucmema, Homep Ha menegoH

u ap.

MOMHETE!

ToBa e OMNWT 3a U3Mama, LieNIsALLa MHCTaIMPAHeTOo Ha XaKepcKa nporpaMa

Ha TenedoHa, KoATO Aa NPeHacoyBa NnosyyeHUTe 0T baHKaTa CbobLLeHHs
KbM TeNepOHHWS HOMEpP Ha M3MaMHUKa.

MPHUYMHA 3A MPOABA

KOMMKOTLPBLT @ 3apaseH C BUPYC, KOMTO MaHWNyMpa MHTepHeT 6pay3bpa M BUM3yanu3upa daniims ekpaH Ha
noTpeébuTens. O6UKHOBEHO, NOCPeACTBOM BMPYCa, XaKepbT NpeABaprTesiHO Beye e NpUa06M Mb/eH KOHTPO

BbPXY KOMMIOTbPA Ha »KepTeaTa.

HEOBXO UMK NENCTBUA

B HMKaKbB C/ly4al He creABanTe onuvcaHaTa npoueaypa M MonyyeHWs Ha TenedoHa SIMHK 3a CBasnsiHe Ha
mporpamata 3a 3auuTa. Heobxooumo e [a Ce CBbp)KeTe He3abaBHO C [eHOHOL|HMS LIeHTbP 338 KOHTAKT C

KNMEeHTK Ha baHKaTa.

[pegoTepaTsaBaHe Ha U3MaMK
Kak Aa Ce Na3fA 0T CbBPEMEHHWUTE OMUTH @

33 M3MaMa OT KWUBEp NPECTbHULMTE?
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NpepoTBpaTsBaHe Ha U3MaMH O @

KAK A CE MA34 OT CbBPEMEHHWTE OMUTH 3A U3MAMA
OT KMBEP NPECTLIMHULIMTE?

danwmBo NUCMO OT KOHTpPAreHT, NAPTHLOP WK
6/1M3bK 3a NpOMsAHa Ha HerosuTe 6aHKOBHU CMETKH

OlMWCAHUE

Bb3MOXHO € 0a nonyqume hanwiuBo NUCMO O0mM CBOU NapmHbOp, KbM KOUMO U3BbpLIBAME peysspHU
NnalwaHus wiu npesodu. Ypes nucmomo wje 6bdeme yeedoMeH, Ye Bawusm KOHMpaeeHm uma HoBU 6aHKOBU
CMemKU, Koumo c/1edBa da 6b0am u3noa3BaHuU 3a b6boewume pasnnawlaHus ¢ Heao.

MOMHETE!

ToBa e onWT 3a MU3MaMa, LieNsLla KIMeHTbT CaM Ja Hapeau NpeBoj KbM
CMEeTKaTa Ha M3MaMHKKa.

HEOBXOAUMW [EMCTBUSA

Mpu nonyyasaHe Ha VIH(DODMaLI,I/Iﬂ 33 NPOMAHA Ha JaHHW HA BalwuMTe KOHTPareHTH (CMeTKHM, agpec, TenquOH n
4p.), BUHaru \/CTaHOBHBaI;ITE NTM4eH KOHTAKT C TAX C Le/1 NOTBbpPXKAeHWEe Ha NPOMeHWTEe OT MbpPBO JT1Le.

danwuso TenedboHHO 0baXkaaHe UK Mern

OlMWCAHKE

Ta3u cxema Ha U3Mama BK/04YBa menegoHHO obaxdaHe unu umellsnn om nuye, npeacmassauo ce om UMemo Ha
peHomupaHa uHcmumyyus (baHkama, Kypuepcka upma, UHmepHem 90CmasyuK unu op.). B paseosopa unu
nucmomo, nod NPedmeKcm 0Ka3BaHe Ha CbOelCMBUe — KOPeKUUsT Ha C2peuleH Npesod, 04aKBaHa Nnpamka uiu
dp., ce usuckBa om Bac da npedocmasume nonyyeHusi om Bac SMS kod unu dpyea BaxKHa UHOpMayUs.

MOMHETE!

ToBa e OMNWT 3a M3MaMa, LieNaLla KIMeHTLT caM Aa PasKpye NnyHaTa
6aHKOBa MHDOPMALIMA U MOMYYEHWA 0T Hero SMS Koj, 33 NOTBbpPXAEHHE.

HEOBXOAMMM AENCTBMA

HWKora He npegocTaBssiTe MuHa baHKoBa MHbopMaLmMa (SMS KoaoBe, Naponu 3a A0CTbI, HOMepPa Ha 6aHKoBM
KapTv) Ha Opyrv nvua no TenedoH MM B OTrOBOP Ha MMEMN. 3anuiiete TenepoHHUS HoMep, OT KOMTO ce
06a)Kaa NMLETO WM npenparteTe NMCMOTO Ha baHKaTa W Ce CBbPXeTe C [eHOHOLLHMA M LeHTbp 3a KOHTaKT C
KITUEHTM.

B cnyyal Ha HeOBXOAMMOCT OT CbaeMncTBME, MHGOPMALMSA MKW CbMHEHMSA 3@ HEOTOPW3MPaH AOCTbN
00 Bawma KoMniTbp MAK TenedpoH ce CBbpPXKeTe He3abaBHO C baHKaTa Ha TenedoH 0700 1 84 84
WKW KpaTbK Homep *1 84 84 oT Bawus MobuneH TenedoH.

Owe 3a cMrypHocTTa
. Kakso oue Tpa6Ba Aa 3Ham
3a cBOATa CUrypHOCT?
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Oule 3a CUrypHoOCTTAa Q &

KAKBO OLLIE TPABBA A 3HAM 3A CBOATA CUITYPHOCT?

TyK We HamepWTe MepkW 3a 06l4a KOMMIOTbPHA CWIYPHOCT, KaKTO WM MEpKW, CneuMdWUYHM 3a OHMakH
6aHKMpaHeTo. MpUObPYKAHETO KbM TAX B rONSIMa CTEMeH LLe NOBMLLIM CUIYPHOCTTa Ha M3M0N3BaHeTO Ha OHMaMH
6aHKMpaHeTo OT Bac M, N0 TO3K HaYMH — Ha MHGOPMaLMATA M CPeACcTBaTa Mo BawmnTe 6aHKOBK CMETKHK.

J0CTbI

MU36sareaiTe M3non3BaHeTo Ha byn6aHk OHNAMH OT Ny6/IMUHO [OCTBLMNHW KOMMIOTPH, KAKTO U
OT TAaKUBA C HEKOHTPO/IMPAH JOCTbI.

He paskpuBaiiTe Ha HUKOro W NoJ, HUKaKbB Npegsior NOTPebUTeNICKOTO CH MMe WK Napona 3a
poctbn go bynbaHk OHNaWH — Te ca IMYHMU!

Mpy1 HEOBXOAMMOCT OT A0CTbM Ha CAYXKKUTEN Ha dMpMaTa B MK Ha YneH OT cemMeMcTBOTO, Bre
KaTO TUTYNIAP Ha CMETKMUTE MOXKe [a 3as8BMTe OTAeNeH A0CTbM 33 Hero — oT baHKaTa we My 6baaTt
NpeaocTaBeHr HOBO NOTPEBUTENCKO MME W Mapo/a CbC 3ad9BEHOTO 0T Bac HMBO Ha AOCTbIM — CamMo
33 MHbOPMaUMS, 33 HAPEXKOAHWA UMK C ONpPeaeneH NUMKIT.

Hukora He naseTe Ha MaTepyasneH HOCUTes NOTPe6UTEeNICKOTO CU UMe W naponal!

Mpu cbMHeHHWe, ye HAKOM M3Nnon3ea BaweTo NOTpe6bUTENCKO UMe W Napona, He3abaBHO 1
CMeHeTe uYpes npegocTaBeHUTe 3a TOBa CPeACTBa Ha caiTa Ha byn6aHk OHnakH!

AKO CKOpO He CTe NPOMEeHsI/IM NaposiaTa CH, OTAesieTe MasIko BpeMe U U3BbpLueTe TOBa
DencTBHe.

M3non3BanTe KOMBMHAaLMA 0T BYKBH, LMDPU M CMMBONKW. [pOMeHAMTe naponaTa cy 3a A0CTbM Mo-
yecTo. 10 TO3KW HaYMH HamanABaTe BePOSATHOCTTA NaponaTta B Aa 6bfe NecHo pasragaHa.

MpenopbunuTesniHo e aa U3bAreaTe T. H. “aBTOMaTHYHO 3anameTsiBaHe* Ha
UpeHTUGUKALHOHHKTE BU faHHW WAKM Naposniv B NaMeTTa Ha 6pay3bpa WK Ha AUCKA Ha
M3Mnon3BaHWA OT Bac nepcoHaneH KOMMNTHLP.

BHAMAHMUE!
NoeHTUDHKaLMOHHMTE KoaoBe (KogoBe 3a AocTbn W PIN), M3non3BaHM
33 [0CTbN A0 HaliMTe BaHKOBK YC/Iyrv Ype3 MHTepHeT, He TpabBa Aa ce

“3anuMceat” B NaMeTTa Ha bpay3bpa Bu 1K Ha OUCKa Ha NepCcoHasiHUA
Bun komntoTbp. [l06pe e aa npoBepuTe Aanv GYHKUMATA “aBTOMAaTHUYHO
nonb/BaHe” Ha bpay3bpa HEe e aKTUBMPaHa.

MHCTPYKLMA 38 fleakTuBMpaHe:

INTERNET EXPLORER:

1
2.
3.

H3bepeme meHro “Tools” >> “Internet Options”.

0Om yacmma “Content”, B cexkyusma “Personal information”, u3bepeme “Auto Complete”.
lpemaxHeme ommemxama Ha ,Usernames and passwords on forms”, ako uma makasa,
KnukHeme Bbpxy bymoHume “Clear forms” u “Clear passwords”.

lMomsbpdeme ¢ OK u 3amBopeme 0mBOpeHUMme MeHHma.

MOZILA FIREFOX:

1
2.

H3bepeme meHro “Tools - Options” >> “Security”.
Om yacmma “Passwords”, npemaxHeme ommemkama om “Remember passwords for sites”, ako

umMa makasa.
lMomsbpdeme ¢ OK u 3amBopeme 0mBOpeHUMme MeHHma.
OLLie 3a CUrypHOCTTa @
Kakso oue Tpa6Ba Aa 3Ham
3a cBOATa CUrypHOCT?
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OLle 3a cMrypHocTTa

KAKBO OLLIE TPABBA A 3HAM 3A CBOATA CUITYPHOCT?

LINOPOB CEPTUOUKAT

MaseTte Bawwusa uudpos cepTUPHUKaT

AKO ce HanoXku fia npeHacaTe LMdpoBKA Cv CepTUOMKAT L0 OPYT KOMMOTLP, BUHAMM Mo
M3TpWBaMTe cnef ynoTpeba — KaTo oT 6pay3bpa, Taka U darna, Ypes KOMTO e NpeHeceH.
MpeHacsaHeTo Ha cepTUdMKaTa e KenaTenHo Aa CTaBa NIMYHO OT NOTPebUTens, Ha KoroTo e
W3pafeH. 3aluTaBanTe cepTMdMKaTa C Mapona Npu NpeHacaHeTo my!

MpenopbyUTEsIHO e U3M0/I3BAaHeTO Ha XapAyepHO KPUNTOrpadpcKo yCTPOMCTBO 3@ CbXpaHeHHUe
Ha uMpposusa Bu ceptrudukar!

Lindposu cepTndmKaTH, CbXpaHaBaHW B bpay3bpa, brxa Moriiv Aa 6baaT eKCnopTUPaHK OT TaM U
M3MON3BaHKW OT 3/10HAMEPEHM /LA 3a Cb3[aBaHe W NOANUCBAHE Ha NIATEXKHW HapeXXaaHua oT
Bale Mme. CepTUPHUKATBLT OT XapAyepHOTO KpUNTOrpadCcKo YycTPoncTeo HE Moxke aa 6bae
eKCMopTHPaH — TOM e W3M0M3BaeM eIMHCTBEHO Ype3 YCTPOMCTBOTO, N/HOC Heobxoamumms PIN 3a
Hero.

MpenopbunTenHO e U3N0A3BaHETO Ha YHMBepcaneH EnekTpoHeH Mognuc (YEM).
YHWBEpCanHUAT ENeKTPOHEeH NOAMKMC NPeLCTaBAABa NepcoHaneH Lmndpos cepTUDHKAT BbpXY
XapAyepHO KpMNTorpadCcKo YCTPOMCTBO, M34a4eH OT PerMcTpyMpaH oT KoMUCKATa 3a peryivpaHe
Ha CbOBLLEHHUATA AOCTABYMK HA YLOCTOBEPHTENHM YC/TYIK CbIIaCHO 3aK0Ha 3@ e/TEKTPOHHMA
OOKYMEHT M e/TIeKTPOHHMA nognuc oT dekemspu 2005 r. YHHMKpeauT bynbaHk npyema m
MpenopbLYBa M3MoN3BaHETO Ha YHMBepcaneH EneKTpoHeH Moanuc 3a NoAnMcBaHe Ha NnaTexkH!
HapexxaaHus B bynbaHk OHNawmH.

MHTEPHET NMPOCTPAHCTBO

MNpepgnaraHuTe canToBe, 0CO6EHO aKo U3UCKBAT KOHOUAEHLWANHA HHPOPMALIUS UKW Napona, He
TpA6Ba fAa ce nocewlaBaT [0PH M 3a KPAaTKKU Nepuoaun

M0COYEeHMAT B MMEMMA TMHK MOXKEe [1a He e TO3M, KOWTO M3rnexaa B eNCTBUTENIHOCT, @ Moy4YeHuTe
darinose moraT Aa KpUAT pUCKoBe. He cneaiBamTe NMMHKOBETE B MOMYYEHUTE UMEMIH, Tbid KaTo Te
MmoraT Aa Bu 3aBepaT 0 "onaceH” unu “daniume” carT, KOWTO TPYAHO MOXe [a bble pa3nuuyeH oT
OpWrMHanHWa. Jjopuy B NOMETO Ha aJpeca B bpay3bpa Aa Ce BMXK/Aa KOPEKTHUAT agpec, He ce
[10BepsiBamTe - BU3yasiM3UpPaHHUAT yeb-aipec MoxKe fa e 61N NpoMeHeH 0T M3MaMHUK. YHUKpeauT
BynbaHK He M3UCKBA OT KNMEHTUTE CM Aa BbBEXAAT IMYHU MAEHTUOUKALMOHHW AaHHW UKW Apyra
KOHbUAEHLMANHA MHPOPMALIMA B ODULIMANHKSA CH yeb CamT.

Mo Bpeme Ha cbpdHpaHe B UHTepHeT M3bsrBailiTe aa paBate puUHaHCOBA UHOPMALHUSA U
oco6eHo KOHPHAEHLHANTHU faHHK (KaTo Naposia Wik HoMepa Ha KpegUTHU / Ae6UTHU KapTH) B
KOMTO U fa 6uno UHTepHeT caiT 6e3 npefBapyUTesIHO Aa CTe NPOBEPU/IM CUIYPHOCTTA Ha
KOMYHHWKALMOHHHWSA NPOTOKO U aBT@HTUYHOCTTA Ha yeb caiTa

MmaTe Bb3MOXKHOCT 3a MPOBEPKA Ha KOMYHWKALMOHHKWSA npoTokon: 1) “HTTPS://“ B HayanoTo Ha yeb
apeca v 2) MKoHa B XXbNT LBAT, M306pa3saBalla “3aKnoyeH KaTuHap” (KOMTO nokasea SSL
MPOTOKO/T) B MOMETO 3a CbCTOAHWE Ha bpay3bpa. KaTo yacT ot M'pynaTta UniCredit, YHUKpeauT
BynbaHK 1M3Mon3Ba TO3W CMIrypeH MPOTOKO/ MMall, 3a Lien Aa npeanassa v rapaHTypa
KOHOWOEHUMANHOCTTa Ha MHPOPMaLMATA, KOATO Bre BbBEXXAaTe Mo BPEME Ha M3M0/13BAHETO Ha
MHTepHeT 6aHKOBWTE YC/1yru. 3a NPOBepKa aBTeHTMYHOCTTA Ha CalTa KIIMKHETE [Ba MbTH BbPXY
CroMeHaTaTa Mo-rope MKoHa € GOPMa Ha 3aK/KYeH KaTUHAP M BMXXTE MHOOPMaLMATa OT U3gaTend
Ha cepTUdMKaTa Ha yeb canTa.

Owe 3a cMrypHocTTa
Kakso oue Tpa6Ba Aa 3Ham
3a cBOATa CUrypHOCT?
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KAKBO OLLIE TPABBA A 3HAM 3A CBOATA CUITYPHOCT?

E/NEKTPOHHA MOLLA Y CbOBLLIEHMA

MpaBeTe NpoBepKa Ha NogaTens Ha NoJly4eHH oT Bac UMeln cbobLueHuUs.

UmennuTe, Lensawm n3mMama, e Bb3MOXKHO Aa Ce pa3no3HasT no cnefHoTo:

O He Ca NepcoHanM3vpaHi 1 CbabpyKaT 06LLM CbOBLLEHMA C UCKAHE 33 TMYHK, KOHOUAEHLIMANHK
[aHHW, KaTo NPUUYMHKUTE He Ca KOHKPETHO MOCOYeHH (HanpuMmep: M3THYaHe CPOKa Ha KodoBseTe,
3aryba Ha Kof0Be, TeXHUYECKKU NPoBIeMKn UK TaKWBa, CBbP3aHK CbC CMIYPHOCTTA)

O YecTo Te U3M0N3BaT ,3annalmnTeneH” TOH; CbAbPXKAT HaNPMMeEP 3arniaxu 3a NpeKkpaTaBaHe Ha
ycnyraTa, B C/ly4ai ye He M3npaT1Te OTroBOP - TaKMBA HMKOra He ce 13npalaT ypes
Cb0obLLEeHMATA Ha YHUKpeauT bynbaHk;

O He Ce MocoYyBa KParHMAT CPOK 3a M3MnpallaHe Ha MCKaHaTa MHdopMaLms.

Mpu noslyyaBaHe Ha CbMHUTETHW UMEHN CbOobLLeHUS:

He “3mnon3BaiTe Noco4YeHUTe B TAX NIMHKOBE (IMHKBLT NpeAcTaBnsBa npenpaTka KbM faneHa
MHTEePHeT CTPaHMLA (CalT), 3apeXKAaHeTo Ha KOATO CTaBa C KMKBaHe Ha 1eBKs BYTOH Ha MMLLKATa
BbPXY /IMHKA). He 0TBapAWTe NPUNOXKEHWTE KbM UMerna darnose.

MpenopbynTesiHO e U3N0M3BaHeTO Ha COPTYEPHHU MPOAYKTH, KOUTO UMAT GYHKLIMOHAMHOCT 3a
buNTpUpaHe Ha HeXkenaHa nowya

Te3u CUCTeMM, KaKTO M Hal-HOBMTE BepPCHMM Ha NporpammTe 3a afMUHUCTPMPaHE Ha efleKTPOHHAaTa
MnoLLa, ca B CbCTOSIHWE [1a HAMANAT PUCKOBETE, KaTo GUNTPUPAT MHOMO OT OMaCHWUTe, U3MpaTeHu C

HE3aKOHHM LieNv UMeMM.

Mpu noslyyaBaHeTO Ha UMEM/K C Lien M3MamMa e Heo6X04MMO [ia CUrHaNIM3KupaTe No Hai-6bLp3us
HauMH NPOKypaTypaTa WK NONMLMATA, KaKTo U camaTa baHka

He my oTroBapsiiTe, a BefHara MHGOpPMUpaiTe baHKaTa Ypes LeHTbpa 3a 06aX4aHWs UM KaTo
noceTuTe 0b6Cy»KBaLLMA B dunman. CUrHanuMsmMpaHeTo Ha KOMMeTeHTHUTE BMacTH 3a Cydau,
KOWTO CYMTaTe 3@ NPeCTbM/IeHWS, N03BO/IABA HA CbLUMTE He3abaBHO Aa Ce HaMecAT, a Ha baHKaTa —
[a npefnpuveme 0TBETHM 3aLLMTHU MePKH, 3a [1a NPeAnasuy KaMeHTHUTe Cu.

He ce JJ,OBepFIBaFITe npyU Heo4YaKBaHH NPOMeHH B Ha4HUHa, No KOWTO ce U3UCKBa oT Bac ga
BbBeXpaTe BawuTe KogoBe 3a fOCTbN A0 UHTepHeT ycayraTa

B cn\/qaﬁ Ha Heo4YakBaHa NpomMAHa OTHOCHO Ha4KHa, No KOMTO nonbneaTe BawwWTe Kogose 3a
40CTbN 40 MHTepHeT ycyraTta, 3a KoATO He CTe yBe0MeHW, MONIMM 13 Cce CBbpXKeTe ¢ baHKkaTa
4ype3 UeHTbpa 3a 06aXK[AaHUA WM KaTOo NoceTuTe 06CI'I\/)+(BaLLI,Mﬂ Bu (bl’ll'lMBFl.

YHuKpepguT bynbaHkK, KaTo 4yacT oT rpynarta Ha UniCredit, He U3UCKBa KOL,0Be, Naposiv 3a
[OCTbN WK apyra KOHPUAeHUHanHa UHPopMaLMa No eNleKTPoOHHATa nowa (Mmein)!

He ce noBepaBanTe Ha UMeW, B KOWTO Ce M3MCKBAT KOHOUAEHUMANHM AaHHK, A0PH Aa e NoyYeH
0T MO3HATW NoaaTenu. Mpu HUKaKBKW 0b6CTOATeNCTBa YHUKpeauT bynbaHK He U3MCKBA OT CBOMTE
KNWEHTK Ypes MMern Naponu, NoTpebUTeNcKkK MaeHTUOUKATOP, KOA0BE 33 A0CTbMN A0 YCAyrv
(Hanpumep bynbaHk OHnaH), PIN-KogoBe, HomMepa Ha baHKOBW KapTy WK apyra
KOHOUOeHUMaNHa nHbopmaums.
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3ALLMTA

* TpenopbynTesiHO e U3MN03BaHeTO Ha aHTUBUPYCEH codTyep
VIMernuTe 1K yeb canToseTe, KOUTO LieNaT M3Mama, MoraT f1a CbAbpPXKaT M 0MacHW nporpamu,
KOWTO Ca Cb3[a[eHu C e Aa NpuxBaHaT v NpenpaTtaT KOHGUAEHUMANHU NUYHM JaHHU KbM
KOMMIOTbPA Ha 3/10HaMepeHo NKLE. AHTUBUPYCHUTE MaKeTH Ca B CbCTOAHME 1@ OTKPUAT M
anapmupar 3a HafIMYMeTo Ha TakuBa onacHW nporpamu. MpenopbYnTesIHO e U3Mos3BaHaTa
aHTUBMPYCHA Nporpama fa 6bae NoAabpyKaHa 0T CreLMasucT.

* T[lpenopbyYMTeNIHO e U3N0N3BaHeTO U NOAAbPIKAHETO Ha aKTyasleH NepCcoHaneH U1
KopnopaTtuBeH Firewall

Cnakyebp NpeacTaBnaBaT KOMMKOTbPHKW NPOrpamMu, KOUTO CrieasT NoTPebUTeNCKUTe AerCTBuS,
3anucBaT BbBeAEeHa 0T NoTpebuTens MHGopMaLmsa 1 5 NpeaaBaT Ha 3110HamepeHy nyua. MoraT
[a 6b4aT MHCTaNMPaHKW Ha Baliva KOMMKOTBP 0T 3/10HAMepeHo Cb3AaAeH copTyep, yeb CanT 1nu
nmenn. CbLlecTBYBAT KOMBMHUPAHKW PELIEHWS aHTUBKMPYCHK / aHTH-cnaryebp / firewall pelueHums.

[penopbyYMTeIHO @ M3M0N3BaHOTO peLleHre [a 6bae noaabpXXaHo OT CreuUnanmcT.

* [penopbyBame aKTyasiu3MpaHe rNoHe BeHbXX Ha LLeCcTMeceyre onepaLiMoHHaTa cucTema U

BCHUKM M3MON3BaHW NPorpamu
dUpMHUTE-NPOU3BOAMTENM HA COPTYEP, ONepaLiMOHHK CUCTeMU K yeb 6pay3bpy NepruoLHUUHO

npenocTaBaAT OHNanH dKTyanM3aumm Ha CblliMTe, KOUTO MOraT Aa 6baaT 6e3nnaTHo 3apeneHn (T.

H. patch) 1 KaTo NoA06peHKs YBeNMYaBaT U HUBOTO Ha CUIypHOCT. B yeb caiToBeTe Ha Te3u
bUPMK MOXKeTe [a NpoBep1Te Aanu BaluaT 6pay3bp e akTyanusupaH v, B Ciydak ve He e, Aa
MHCTanupaTe axkTyanHuTe patch.

MoAabpyKaHeTo Ha aKTyasiHa onepaLmMoHHa CMCTema, bpay3bp, eNeKTPoHHa MoLLa 1 Nof3saH
codbTyep, KaTo UAN0 Hamanssa T. H. YA3BUMOCT Ha MPUIOMKEHWATA, OT KOATO 0BUKHOBEHO Ce

Bb3Mon3BaT MHCDOpMaLlMOHHI/ITe NpPecTbNHULMN. CnenBanTe MHCTPYKLUKMKUTE 3a CUTYPHOCT, AaBaHK

OT Npon3BOaANTENA HA OnepaunoHHaTa cucteMa v gpyr cochyep, KOMTO M3non3earte!

* He MHCTaI'IPIpaFITe W He U3NnoN3BanTe co¢Tyep CbC CbMHUTENEH npou3sxona!

* TpoeepsBaiiTe gocTbna o byn6aHk OHnaiH oT Bawe Ume upes cpepcTeBaTa, NPefoCcTaBeHu

Ha ye6 cauTal

* [py Heo6X0[MUMOCT OT NOAAPLIKKA OT CTPaHa Ha YHUKpeauT bynbaHK, No Bb3MOXHOCT
M3non3BanTe cB060gHMU CbObLLEHUA Ha caiTa Ha byn6aHk OHNakH, a He UMeWn agpeca 3a
noaapbLXKKa.

* [pu peMOHT Ha Baluna KOMMIOTHP WK NpefoCcTaBAHETO No APYrd NPUYUHK Ha ¢M3I4'~IECKPI

[OCTbN A0 Hero Ha TpeTu nuvua, BKZINYUTE/THO U 06Cl1\/)KBaI.IJ,PITe KOMNKOTHbpPa BHU
cneunanucTu:

Mong EKCHODTMpaHTe, CbXpaHeTe Ha BbHLLUEH HOCUTeN M naseTe Ha CUrypHoO MACTOo Baluma U,MCDpOB

cepTudMKaT, KaTo cnef TOBa ro M3TpUeTe OT 6pay3bpa, C KOMTO paboTuTe. 3a Tasu Len,

CnefBalTe MHCTPYKLUMMTE Ha NPOM3BOAMTENS Ha Balums 6pay3bp Mnu Tesu B bynbaHk OHMamH.

* 3a KoprnopaTUBHHU K/IMEHTH e yaa4Ho Aa npeLeHUTe U3nosi3BaHeTo Ha KOM6MHMUpaH nopgnuc
Ha NNaTeXXHUTe HapeXXaaHuA. Tasu Bb3MOXXHOCT ce npepocTass oT B\/nGaHK OHNarH K MoXKe

ba 6bae 3asBeHa U NpepocTaBeHa cnoped BawuTe M3UcKBaHUA 6e3 AONbAHUTENHO
3annaujaHe.

B cnyyal Ha HeOBXOOMMOCT OT CbaeHncTBME, MHOOPMALIMSA MKW CbMHEHMSA 3@ HEOTOPW3MPaH AOCTbN
00 Bawma KoMnioTbp nnn TenedoH ce CBbpXKeTe He3abaBHO ¢ baHKaTa Ha TenedoH 0700 1 84 84
WKW KPaTbK Homep *1 8484 oT Baluma mobuneH TenedoH.
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