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YHuKpeguTt bynbaHk nonara npodecroHanHW rpuxKu
33 3allMTa Ha CBOMTE K/MEHTW, KaTo M3Mon3Ba Haw-
CbBPEMEHHWTE CBETOBHW MPAKTUKKW KM TEXHO/IOMMK B
06/13CTTa Ha MHTEPHET CUMIYPHOCTTA M anTepHATUBHMUTE
KaHanu 3a baHK1paHe.

He no-Manko Ba)KHO 33 Bawarta CcurypHocT e
noBefeHWeTo BW B MWHTEPHET NpPOCTPaHCTBOTO W
M3Mon3BaHuTe OT Bac cpencTsa 3a 3aliMTa Ha Bawiwms
KOMMIOTbP M YCTPOMCTBA 3@ MHTepHET A0CTHN.

NpenopoubKH
3a CUFYpHOCT

o0e  /136epeme edHa om Kameaopuume,
* 33 0a Hay4ume noseye

MpenopbKu
KakBo TpsbBa foa 3HaM W Npass
3a MOATA CMFVpHOCT?

Yek nucTt
Cna3Bam 1M HeobxogmMmuTe
MEPKH 33 CUrypHOCT?

MNpepoTBpaTABaHe Ha U3MaMH
@ Kak aa ce nass 0T CbBPeMeHHWTe OMNWTH 3a
M3Mama OT Kubep npecTbrnH1unUTE?

Owe 3a cMrypHocTTa
KaKkBo oue TpAabBa Aa 3Ham
3a CBOATa CHUIYpHOCT?
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[1penopbKU 3@ CUTYPHOCT O

KAKBO TPABBA [JA 3HAM W MPABA 3A MOATA CUT'YPHOCT?

MHbOpPMaALMOHHATa CUIYPHOCT € OT CbLeCTBEHO 3HAYeHWe 3a OHMaMH W MOBNMHOTO BaHKMpaHe. YHWUKpeauT
BbynbaHK nonara npodecyMoHanHW rpUxKKM 3a Orna3BaHe Ha CMIYpHOCTTA Ha KOMMIOTbpPHaTa CW MPerka, 4acT oT
KOATO € M CaMTbT Ha bynbaHk OHMaMH. He no-mManko BaXKHW 3@ CMIypHOCTTA Ha WM3MOM3BaHOTO OT Bac oHNawH
baHKMpaHe ca W npeanpueTvTe OT Bala cTpaHa MepKM — Ha BaluTe KOMMKTPM, KOMMIOTbPHU MPEXU U
MHTepHeT JoCTbM.

YHuKpeanT BynbaHk pa3speluasa gocTbn Ao bynbaHk OHNaMH Ype3 0b1YariHWTE CpeacTBa 3@ MAEHTUDUKALMA —
noTPebUTeNCKO UMe K Napona, a@ 3a NNATEXKHW HaPeXAaHWA — 1 Ype3 LMPpoB cepTUDHUKAT. AKO CUIYPHOCTTA Ha
Baluma KomMNoTbP Bbae KOMNPOMETHPaHa, 310HaMepPeHM LA MOraT A3 Noay4aT 4OCTbN A0 BalwwTe cpeacTsa 3a
noeHTUdKUKaLMA, @ Ypes TAX — A0 OHNAMH 6aHKMPaHEeTo OT Balle Mme. Mo TakbB HaYMH MOXKe Aa bbae nonyyeH
[0CTbN A0 63aHKOBA MHPOPMALMA N0 OTHOLLEHME Ha BallMTe CMETKM, KaKTO M [0 NapUYHUTE CPefCTBa No TaX.

BalaTa OTroBOPHOCT KaTo MOTPe6bUTeN Ha OHMaMH WM MOBMMHOTO baHKWMpaHe e [a Ona3BaTe MepcoHanHWTe cu
CpeacTBa 33 MHAEHTMOMKALMA CbIMacHO M3WCKBaHWATA B OBWMWTE YCN0BKMA 33 YCIyrMTe 33 efIeKTPOHHO
6aHKK1paHe bynbaHk OHNanH 1 bynbaHk Mobarn.

He n3non3saiiTe Ny6/IMUHK KOMMIOTPH U COPTYep C HesICeH NPOU3X0A,

MpoBepsiBaiiTe U3npallaya Ha UMeHN CbobLLEeHHUS U He NpefoCcTaBalTe KOHPHUAeHLUANHA UHPOPMaLUS.

MpoBepsiBaiiTe MHAWKALMKUTE 33 CUIYPHOCT Ha ye6-caiToBeTe.

U3bsareanTe 3anameTsiBaHe Ha NOTPe6UTENCKU MMEHa U Naponu B yeb-6pay3bpa Bu.

U3non3sanTe aHTUBUPYCeH codpTyep, aHTU-cnanyebp U firewall. MpenopbunTenHo e Te ga 6bAAT NOAABPIKAHU OT

cneuunasimcT.

Mpu npepocTaBsHe Ha PU3UYLCKM [OCTLN A0 KOMNIOTLPA BU Ha TpeTH NMLLA, U3TPUBAKTE OT HEro BCHYKHU CpepaCcTBa 3a
MaeHTUOHUKaL A,

06HoBABalTe U3M0N3BaHKs OT Bac codTyep, yeb 6pay3bp K onepaLMoHHa CUCTeMa, CrlefBaiTe NpenopbLKUTE 38 CUrypHOCT

Ha npou3ssoguTend.
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Bbyn6aHk OHNauH E Byn6aHk Mobann

He pa3KpuBaiTe Ha HUKOro CBOETO NOTpebuTeNIcCKoUMe U *  3aK/uBaiTe BUHAry TenedoHa cu v onpegenete NAH /
napona, CMeHsiiTe I YecTo. napona 3a 4ocTbN. He 3anvcBaiiTe Napony 3a f0CTbM Ha

MpoBepsiBaitTe gocTbna Ao bynb6aHk OHNaiH oT Bawe
WMe, BUHAru UsnonseauTe ,,MU3xon” cnep u3non3saHeTo

Ha cauTa.

MpenopbuKTesnHo e fa U3non3saTe YHUBEpcaneH
EnexkTpoHeH Moanuc unu LMdpoB cepTUdHUKAT BbPXY

Tene¢0Ha CH, He cnogensiTe fOCTbNA CH A0 Tene¢oua,
KaKTO U camua Tene¢0|-| C TpeTu nuua.

*  TenedoHbT TPAGBa fa e aKTyanM3WpaH Ao nocnegHa
BepcH1s Ha OnepaLMoHHaTa CUCTeMa WM MoHe [0 ABe
BepCcuH Ha3ag,

XapAyepHo KpUNTorpadcKo ycTPoHCcTBO. *  Tpy nUnca Ha KOMyHUKALMOHHK YCIYry € HoMepa Buy,

MOl BefHara M3UCKanTe oT [0CTaBYUKA HA MOBUNHHUA BU

3a KoprnopaTHUBHH KJTMEHTH — NMpeLjeHeTe Bb3MOXHOCTTa

3a KOM6MHHMpaH noAnuc.

onepaTop CTaTyC KU NPH AeKnapupaHe 3a CMAHa UK
npeusgaBaHe Ha SIM KapTa U3ucKaiTe He3abaBHO

Mpy cbMHeHHWe 3a HeOTOPU3MpaH [O0CTHLN OT Bawe ume o 6nokupaHe.

Byn6aHk OHNavH BegHara MHoopmupanTe YHUKpegut

byn6aHk.

He non3BaiiTe nporpamu, NpeocTaBsLLM 0TAaNeueH
[0cTbN 40 Bawus TenedoH.

*  WHcTanupanTe NPUI0KEHUS Ha BallUsA TenedoH camo oT
odpHLHaNHUTe MarasuH1 Ha npunoXxeHus Google Play /
AppStore. YeK NIMCT 3a CUrypHocT

Cna3gam Nk HeOBXOAMMUTE MEPKH 3a CUryPHOCT?
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CMA3BAM JTM HEOBXOOUMMUTE MEPKW 3A CUITYPHOCT?

MpernepariTe NOCOYEHUTE MEPKH 3a CUI'YPHOCT W NPOBEpeTe Aasiv 0TroBapsATe Ha BCAKA OT TAX.
MpK NOKpPMBAHE Ha BCUYKK BbMNPOCKM C NOMOXMTENeH oTrosop ,[AA“, Bue 6UXTe MOrIW Aa CTe CMOKOMHH, Ye cTe

HanpaBWIM BCUYKO HEOBXOAMMO 3a BallaTa CUrypHOCT NPW M3M0M3BaHe Ha eeKTPOHHUTE KaHanM 3a UHTepHeT u
MOBMIHO BaHKKMpaHe.

MOSAT KOMIMIOTHP/YCTPOUCTBO PA3MOSIATA C AHTWUBMPYCEH CODTYEP,
KOMTO CE AKTYA/IM3MPA PELIOBHO

AHTMBMPYCHATA MU MPOIPAMA MMA ®YHKLIMSA 3A PA3MO3HABAHE HA 3/T0BPELEH
CODTYEP, SPYWARE M MPOrPAMM OT THUMA , TPOAHCKM KOH*

CKAHWPAM PEZIOBHO CBOA KOMIMIOTHP 3A BUPYCH

CMEHAM MAPOJIATA CW 3A ANTTEPHATUBHM KAHATI 3A BAHKMPAHE MOHE BEAHLK B
MECELIA

BPAY3bPBT, KOWMTO M3M0/13BAM 3A BAHKMPAHE, E HACTPOEH HA HAM-BMCOKOTO HWBO
HA 3ALLNTA HA JAHHUTE

M3MOJ13BAM MOC/IELHA BEPCHA CUCTEMEH CODTYEP, YEB BPAY3EP, OTMEPALIMOHHA
CHUCTEMA U FIREWALL

M3M0/3BAM BPAY3bPLT, KOMTO M3M0/13BAM 3A BAHKUPAHE, E HACTPOEH HA HAW-
BMCOKOTO HMBO HA 3ALLMTA HA JAHHUTE

MPW BXOZ] B EJTEKTPOHHUTE KAHATIM 3A BAHKWPAHE, BUHATM CE YBEPABAM B
ABTEHTMYHOCTTA HA CTPAHWMLATA, KATO MNMPOBEPABAM, AAJTM ALLPECHUAT BAP E
OLIBETEH B 3E/1EHO U ALPECHT HA CTPAHWMLIATA 3AMOYBA C HTTPS://

MA39 B TAUHA W HE 3ANIAMETABAM B MHTEPHET BPAY3bPA MOETO MOTPEBMUTESICKO MME
M TIAPOJIA

HE MHCTAJTMPAM MPOrPAMK C HEACEH MPOM3X0J, WM HE C/IEABAM JIMHKOBE B
CbMHMTESTHWU CbOBLLIEHWS 1 UMENTA HA KOMMIOTBPA, OT KOUTO BAHKMPAM

CBAJIAM CODTYEP HA MOS TESNIEGOH/ MOBM/THO YCTPOMCTBO EAMHCTBEHO OT
OPULIMATTHUTE MATA3MHN 3A TIPUOXKEHUA — APP STORE, GOOGLE PLAY

HE OBbPXA MOCTOAHHO BK/THOYEH B KOMMIOTHEPA MOA KBAJTMOULIMPAH EJTEKTPOHEH

NI I RO IR

MOAMMC (B CNYYAM YE M3MO/I3BAM TAKBB), KOTATO HE PABOTA C HEMO

I'Ipep,0TBpaTﬂ BaHe Ha U3MaMH
Kak A ce Na3s 0T CbBPeMeHHNTE 0NHTH
32 U3MaMa OT KNBeP NPeCTLIHNLMTE?
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MpepoTBpaTaABaHe Ha U3MaMH

KAK A CE MA34 OT CbBPEMEHHUTE OMAUTK 3A U3MAMA
OT KMBEP MPECTBIMHULNTE?
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C HapacTBaHe Ha M3MOM3BaHETO Ha MHTEPHET B CBETOBEH Mallab ce yBennyaBaT AeNCTBUATA Ha KPUMWUHANHUA
KOHTWHIEHT, LeNsly pasiviHu GopMK Ha M3Mama CrpsiMo noTpebuTenvTe B rAobanHaTa MPeXa, BKIUYMTEHO
KbM K/TMEHTWTE, M3M0N3BaLLM aNTePHATUBHM KaHanu 3a MHTepHeT 6aHKMpaHe.

33 Hac, KaTo baHKa C MpWOpPUTET BBbPXY CUIYPHOCTTA Ha HALIMTE KIMEHTW, e Ba)KHO Aa Bu 3ano3Haem c
ﬂEﬁCTBamMTE M3MaMHW CXeMH B cq)epaTa Ha anTepHaTUBHUTE KaHa/ln 3a MHTEPHET U MOBUAHO 68HKMpaHE, TaKa
ye rnpu eBeHTyanHaTa UM MNpodea Aa rm VILI,EHTI/ICI)VILI,MpaTE W CBOEBPEMEHHO [ia Ce npeana3snTe OT TAX.

AKTYAJIHU TPUKOBE U1 ONMHUTHU 3A U3SMAMA HA KUBEP NMPECTBLIMHULUTE

danwunso cbobLueHue,
M3WCKBALL0 BbBEXJaHe Ha
[laHHH 3a MobuneH TenedoH —
ornepaLMoHHa cMcTemMa M
TenedoHeH Homep

9 9

danwwuBo TenepoHHo obaxaaHe
Wy Menn

9

danwrBo NUcMo OT KOHTpareHT /
napTHbLOp / 6/1M3bK 33 NPOMAHA Ha
HeroBuTe 6aHKOBH CMETKHM

danwunBo cLobLLEeHUe, U3UCKBALLO BbBeXXaHe Ha
AAHHU 3a MobuneH TenedoH - onepalMoOHHATaA cCUCTEMA

H TenepoHeH Homep

OMWUCAHKE

Cned Bnu3aHe B asnMepHamuBHUME KaHanAu 3a UHMepHem 6aHKupaHe ce BU3yanusupa (hanuius eKpaH,
HanodobsiBaw, bynbaHK OHnalH. Ha Heao, nod npedmeKkcm doNb/AHUMENHA 3aWuma Ha MobUIHUS menegoH
Ha KnueHma om ,BpedoHoceH coghmyep”, ce U3UcKBa nompebumensm 0a cs1edBa CMbNKU 3@ UHCMAanupaHe Ha
MOBUSIHa aHMUBUPYCHA Npoepama, Ype3 BbBexdaHe Ha daHHU 3a onepayuoHHa cucmema, Homep Ha menegoH

uap.

MOMHETE!

ToBa e ONUT 3@ M3Mama, LienALla MHCTa/IMPaHEeTO Ha XaKepcKa nporpama

Ha TenedoHa, KOATO Aa NpeHacoysBa nony4yeHWTe oT baHKaTa CbobLLeHWs
KbM Tened®oHHUSA HOMEP Ha M3MAMHHKKA.

MPUYUHA 3A MNMPOABA

KOMMNKOTLPBLT € 3apa3eH C BUPYC, KOMTO MaHMNyMpa MHTEpPHeT 6pay3bpa v BWU3yanu3vpa Ganwme ekpaH Ha
noTpebuTens. O6MKHOBEHO, NOCPeACTBOM BMPYCA, XaKepbT NPeABapUTesIHO BeYe e NpUA0bun NbieH KOHTPON
BbPXY KOMMIOTbPA Ha »KepTeaTa.

HEOBXOOMMU NENCTBUA

B HWKaKkbB cnyqaﬁ He cnefBaMTe onucaHaTta npoueaypa M nosyvyeHHUa Ha TEﬂed)OHa JIMHK 3a CBandHe Ha
nporpamata 3a 3aliuTa. Heobxognmo e ga ce CBbpXKeTte He33abaBHO C [AEHOHOLHMA LEeHTbP 3a KOHTAKT C
KNMeHTK Ha baHKaTa.

npe,D,OTBpaTFI BaHe Ha UK3MaMH
KaK /ja Ce Nass 0T CbBPEMEHHNTE ONNTH
3a M3Mama 0T Knbep NpecTbnHULMTe?
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NpepoTBpaTsBaHe Ha U3MaMH O @

KAK A CE MA34 OT CbBPEMEHHUTE OMAUTK 3A U3MAMA
OT KMBEP MPECTBIMHULNTE?

danwmnso nucmo ot KOHTpPAreHT, NapTHbOP HUJ/IHU
61U3bK 3a npomsaHa Ha HerosuTe 6aHKOBHU CMETKH

OlMMCAHUE

Bb3MOXKHO € 0a nonyqume anwuso NUCMO om CBOU NapmHbop, KbM KOUMO U3BbpUWBame pezynspHuU
nnawaHusi unu npesodu. Ypes nucmomo wie 6bdeme yBedomMeH, e Bawusm KoHmpaceHm uma HoBu 6aHKOBU
CMemKuU, Koumo cn1edBa da 6b0am U3no/38aHu 3a 6bAewume pasnaalaHus ¢ Heeo.

MOMHETE!

ToBa e ONMUT 3@ U3MaMa, LieIALLa KIIMEHTLT CaM Aa Hapenm NpeBso Kbm
CMEeTKaTa Ha U3MaMHHUKaA.

HEOBXOAMMW JIENCTBUA

Mpu NonyyasaHe Ha MHGOPMALMS 33 NPOMAHA Ha [aHHW Ha BalwMTe KOHTPAreHTH (CMEeTKW, aapec, TenedoH u
Ap.), BUHArM YCTAHOBABANTE NIMUEH KOHTAKT C TAX C Lies1 MOTBbPXK/AeHWE Ha NPOMEHWTE OT MbPBO NHLE.

danwunBo TenepoHHO obarkpaHe UK Mern

OMWCAHWE

Tasu cxema Ha U3Mama BK/1HYBa mMeneoHHO 06axdaHe wau umelin om auye, npedcmasawio ce om uMemo Ha
peHomupaHa uHcmumyuyusi (baHkama, Kypuepcka gupma, uHmepHem AocmaByuK unu dp.). B pa3eoBopa unu
nucmomo, nod NnpedmeKcm OKa3BaHe Ha CbOelcmBUe — KOPEKYUS Ha C2peuleH Npesod, 04akBaHa Nnpamka unu
dp., ce usuckBa om Bac da npedocrmasume nosnydeHuss om Bac SMS Kod unu dpyea BaxKHa UHHopmMayus.

MOMHETE!

ToBa e OMnWT 3a M3MaMa, LieNslla KNMeHTLT caM [a pa3Kkpue NndHaTa
6aHKoBa MHDOPMALMSA M MOMYYeHWs 0T Hero SMS Kof, 3a NOTBbpPXKAeHHE.

HEOBXOAMMM AEMCTBMA

HuKora He NpefocTaBaMTe NMYHA baHKOBa MHbOPMaLMA (SMS KofoBe, Naponu 3a A0CTbM, HoOMepa Ha 6aHKOBM
KapTH) Ha Apyry nvua no TenedoH WKW B OTrOBOP Ha MMeMn. 3anuweTe TenedoHHWA HOMep, 0T KOWTO ce
0ba)kaa NULETO MK NpenpaTeTe NUCMOTO Ha baHKaTa U ce CBbpXKeTe C [eHOHOLHWA W LIeHTbP 33 KOHTAKT C
KNMUEeHTW.

B cnyyal Ha HeobXoOMMOCT OT CbAenCcTBHe, MHDOPMALIMS MM CbMHEHWSA 3@ HeOTOPU3MPaH A0CTbN
00 Bawmsa KomnoTbp Mnu TenedoH ce CBbpXKeTe He3abaBHo ¢ baHKkaTta Ha TenedoH 0700 1 84 84
WM KPaTbK Homep “1 84 84 oT Bawusi MobuneH TenedoH.

Oue 3a cUrypHocTTa
KakBo ouje Tpsi6Ba Aa 3Ham
3a cBOSATa CUrypHOCT?
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Owe 3a cMrypHocTTa Q =

KAKBO OLLIE TPABBA A 3HAM 3A CBOATA CUITYPHOCT?

TyK Lle HamepuTe MepKW 3a obua KOMMKTbPHA CUIYPHOCT, KakKTO W MEepKH, CI'IELI,Md)M‘-IHM 33 OHNaMH
63HKMpaHETO. [pnaobprKaHeTO KbM THAX B r0/iAMa CTereH Lie NoBMLLUM CUrYPHOCTTA Ha WM3MN0N3BaHeTOo Ha OHNawH
6aHKMpaHeTo OT Bac 1, N0 TO3M HA4YMH — Ha MHd)ODMaLIMFITa M CpefCcTBaTa no BawwnTte 6aHKOBK CMETKM.

J0CTbI

MU36sreaiiTe u3non3saHeTo Ha bynbaHk OHNAKH OT NY6JIMUHO [OCTLMHU KOMMIOTPH, KAaKTO U
OT TaKMBa C HEKOHTPO/IUPAH [0CTHN.

He pa3kpuBaHTe Ha HUKOr0 W NOA HUKAKbLB Npepsior NoTpe6UTeNCKOTO CH UMe UK Naposa 3a
poctbn go bynbaHk OHNakH — Te ca NMYHMU!

Mp1 HEOBXOAMMOCT OT A0CTbM Ha CAYXKKUTEN Ha drpMaTa Bu MAK Ha YneH oT cemencTBOTOo, Bue
KaTO TUTYNIAP Ha CMETKMUTE MOXKE [a 3a8BMTe OTAeNeH OOCTbM 3a Hero — oT baHKaTa we my 6baat
npeaocTaBeHW HOBO NMOTPEBUTENCKO MME M Mapo/ia CbC 3a9BEHOTO 0T Bac HMBO Ha A0CTbMN — CaMo
33 MHDOPMaUMA, 33 HAPEXKOAHWA MK C ONpeaeneH TMMUT.

Hukora He naseTe Ha MaTepWasieH HOCUTeN NOTPebUTeNCKOTO CH UMe U naponal

MpH cbMHeHHe, Ye HAKOW M3NoN3Ba BaweTo noTpebUTeNCKO UMe U Napona, He3abaBHO 1
CMeHeTe ype3 npepocTaBeHWTe 3a TOBa CpeACcTBa Ha cavTa Ha bynbaHk OHNnaliH!

AKO CKOpO He CTe NPOMEHsJIM NaposiaTta CH, OTAeNeTe Masiko BpeMe U U3BbplueTe ToBa
DencTBHe.

M3non3BanTe KOMBMHALMSA OT BYKBH, LMDPU M CMMBOK. [IpOMeHAMTe NaponaTa M 3a A0CTbM Mo-
yecTo. 10 TO3K1 HaYMH HamanABaTe BEPOATHOCTTA NaponaTa BM Aa bbAe NecHo pasragaHa.

MpenopbunuTenHo e Aa u3bsareaTte T. H. “aBTOMaTUUHO 3anameTsiBaHe" Ha
MAEHTUPUKALMOHHWTE BY faHHKW WK Napoiy B NaMmeTTa Ha 6pay3bpa UKW Ha AUCKA Ha
M3M03BaHu1sA OT Bac nepcoHaneH KOMMOTHP.

BHUMAHMUE!
MAaeHTUOHUKALIMOHHMTE KoA0Be (KoaoBe 3a AoCTbA U PIN), M3N0oi3BaHu
33 4OCTbM A0 HalMTe 6aHKOBM ycnyry Ype3 MHTepHeT, He TpabBa aa ce

“3anmMcBat”’ B MaMeTTa Ha bpay3bpa BY 1K Ha AMCKa Ha MepCcoHanHUA
Bun komntoTbp. l06pe e Aa npoBepuTe Aaniv GYHKLUMATA “@aBTOMaTUUYHO
nonb/BaHe” Ha bpay3bpa He e aKTUBKpaHa.

MHCTpYKLMA 33 [eaKTUBUpaHe:

INTERNET EXPLORER:

1
2
3.

4

H36epeme meHo “Tools” >> “Internet Options”.

Om yacmma “Content”, B cekyusima “Personal information”, usbepeme “Auto Complete”.
lpemaxHeme ommemekama Ha ,Usernames and passwords on forms”, ako uma makasa,
KrukHeme Bbpxy bymoHume “Clear forms” u “Clear passwords”.

lomsbpdeme ¢ OK u 3@amBopeme 0mBopeHuUme MeHHma.

MOZILA FIREFOX:

1
2

H36epeme meHro “Tools - Options” >> “Security”.

Om yacmma “Passwords”, npemaxHeme ommemxama om “Remember passwords for sites”, ako
umMa makasa.

lomsbpdeme ¢ OK u 3amBopeme 0mBOpeHUme MeHHma.

Oue 3a cUrypHocTTa
KakBo ouje Tpsi6Ba Aa 3Ham
3a cBOSATa CUrypHOCT?
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Owe 3a cMrypHocTTa

@

KAKBO OLLIE TPABBA A 3HAM 3A CBOATA CUITYPHOCT?

LIN®POB CEPTUDUKAT

MaseTte Bawwus unudpos cepTUPUKaAT

AKO Ce HanoXkK fia npeHacaTe LMPPoBKA CH CEPTUOMKAT L0 APYr KOMMAKTBLP, BUHArM ro
M3TpWBaMTe cnep ynoTpeba — KaTo 0T 6pay3bpa, Taka U dakna, Ype3 KOMTo e NpeHeceH.
MpeHacaHeTO Ha cepTUdKMKaTa e XKenaTenHo Aa CTaBa IMYHO 0T NOTPebUTens, Ha KoroTo e
W3pafeH. 3aluTaBanTe cepTUdMKaTa C Napona Npu NpeHacaHeTo my!

MpenopbyYUTEIHO e U3M0/3BaHeTOo Ha XapAyepHO KPUNTOrpadpcKo yCTPOMCTBO 3@ CbXpaHeHHWe
Ha uuppoBusa Bu ceptudukart!

Lindposu cepTUdHKaTH, CbxpaHaBaHK B Bpay3bpa, b1xa MO Aa 6bAaT eKCNOPTUPaHK OT TaM U
M3MN0N3BaHKW OT 3/10HAMEPEHM /LA 33 Cb3[aBaHe M NOAMUCBAHE HA MNNATEXHW HAPEXOAHKUA OT
Bawwe vme. CepTUOUKATLT OT XapAyepHOTO KpUnTorpadCcKo YyCTporcTBo HE Moxke fa bbae
eKCMopTHPaH — TOM e U3Mon3BaeM eAMHCTBEHO Ypes3 YCTPOMCTBOTO, NKC HeobxoamMmus PIN 3a
Hero.

MpenopbyKTesIHO e U3N0N3BaHeTO Ha YHMUBepcaneH EnekTpoHeH Mognuc (YEN).
YHWBEPCANHWUAT ENEKTPOHEH NOAMMC NPeLCTaBIABa NePCOHaneH LMdpoB CepTUOUKAT BbpXY
XapayepHO KpMNTorpadCcKo YCTPOMCTBO, M34adeH OT perMcTpypaH oT KoMucKsaTa 3a peryinpane
Ha CbOBLLEHHUATA AOCTABYMK HA YLOCTOBEPHUTENHM YC/IYIK CbIMACHO 33aKOHA 33 eNeKTPOHHMS
[OKYMEHT W e/TIeKTPOHHMA nognuc oT dekemepu 2005 1. YHHKpeauT bynbaHk npyema v
NpenopbYBa M3M0/13BaHETO Ha YHWBEPCaneH ENeKTpoHeH Moanmc 3a NOANMCBAHE Ha NIATEXHK
HapeXkaaHus B bynbaHk OHNaMH.

MHTEPHET MNMPOCTPAHCTBO

MNpepnaraHuTe caiToBe, 0C06€HO aKo U3UCKBAT KOHPUAEHLHANHA HHPOPMALIUS WKW Napona, He
Tpab6Ba Aa ce nocewiaBaT A40PH U 32 KPaTKU Nepuogu

[10COYEHMAT B MMEMMA NIMHK MOXKE Aa HE e TO3W, KOWTO U3rNexKaa B AeNCTBUTENHOCT, a NosyYeHuTe
¢darnoBe MoraT fia KpUST pUcKoBe. He cneaBarTe NMMHKOBETE B MOSYYEHWUTE UMEMIM, TbM KaTo Te
MoraT Aa Bu 3aBefat £o "onaceH” wnam “Ganwms” camT, KOMTO TPYAHO MOXKe 4a 6bAe pasninyeH 0T
OpuruHanHus. [lopy B NoneTO Ha aapeca B 6pay3bpa [a Ce BUXK/OA KOPeKTHUAT aapec, He ce
[l0BEpsBaMTe - BU3yaNIM3MPaHHUAT yeb-afpec MoXe Aa e 61n NpoMeHeH 0T U3MaMHUK. YHUKpeauT
BynbaHK He U3UCKBA OT KIMEHTUTE CU 4@ BbBEXKAAT NIMYHW MOEHTUPHUKALMOHHW AAHHW WK Apyra
KOHOUAEHUMANHA MHPOPMALMA B OPULIMANHKUA CH yeb CaMT.

Mo Bpeme Ha cbppurpaHe B UHTepHeT M3bsareaiTe ga gaBate GUHAHCOBA HHPOPMALIUA Y
ocobeHo KoHpUAEHLHUANHU [aHHU (KaTo Naposia iK HoMepa Ha KpeauTHHU / ebUTHU KapTH) B
KOWTO U fia 6Mno UHTepHeT caiT 6e3 npefBapyTeNIHO Aa CTe NPOBEPH/IK CUIYPHOCTTA Ha
KOMYHWKaLMOHHHWA NPOTOKO/ U aBTEHTHYHOCTTa Ha yeb canTa

MMaTe Bb3MOXXHOCT 33 NPOBEPKA Ha KOMYHMKALMOHHKA npoTokon: 1) “HTTPS://* B Ha4anoTo Ha yeb
agpeca v 2) MKOHa B XXb/T LBAT, M306pa3aBallia “3aK/to4eH KaTuHap” (KOMTO nokasea SSL
MPOTOKOA) B MOMETO 3a CbCTOsAHWE Ha bpay3bpa. KaTo yacT oT Mpynata UniCredit, YHUKpeguT
BynbaHK M3M0n3Ba TO3M CUrypeH NPOTOKON MUMalL, 3a Lien Aa npeanasea v rapaHTvpa
KOHOWOEHUMANHOCTTA Ha MHPOPMALMATA, KOATO B1e BbBEXXAATE N0 BPEME Ha M3M0MI3BaHeTO Ha
MHTepHeT baHKoBMTEe YCyru. 3a NPOBEpKa aBTEHTUYHOCTTA Ha CarTa KNWKHETE ABa MbTH BbpXyY
CcnomMeHaTaTa Mo-rope MKoHa € GopMa Ha 3aK/M0YeH KaTMHap M BMXKTE MHDOPMaUMATa OT u3gatens
Ha cepTMdMKaTa Ha yeb camTa.

Oue 3a cUrypHocTTa
KakBo ouje Tpsi6Ba Aa 3Ham
3a cBOATa CUrypHOCT?
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KAKBO OLLIE TPABBA A 3HAM 3A CBOATA CUITYPHOCT?

ENEKTPOHHA MOLLA Y CbOBLLIEHMA

MpaBeTe NpoBepKa Ha NogaTens Ha NoJly4yeHH oT Bac UMeln cbobLueHuUs.

UmennuTe, Uensiim U3mama, e Bb3MOXKHO [a Ce pa3rno3HanT no C/1eHOTO:

O He Ca NepcoHanm3mMpaHn 1 CbabpKaT 06LLK CbOBLLEHMA C MCKaHe 33 IMYHK, KOHOUAEHUMANHK
JaHHW, KaTo NPUYMHKUTE HE Ca KOHKPETHO MocoYeHu (Hanpymep: U3THYaHe CPoKa Ha KoaoseTe,
3aryba Ha Kof0Be, TeXHUYECKKU NPOBIeMM UK TaKMBA, CBbP3aHK CbC CMIYPHOCTTA)

O YecTo Te M3M0N3BaT ,3annawuTeneH” ToH; CbAbpPXKaT HaNpPUMep 3anaaxy 3a NpekpaTsaBaHe Ha
ycnyraTa, B C/ly4aM ye He M3NpaTuTe OTroBOP - TaKMBA HUKOra He ce 13MnpallaT ypes
CbobLleHMATa Ha YHUKpeauT bynbaHk;

O He Ce MocoYBa KParHKAT CPOK 3a M3MpalllaHe Ha MCKaHaTa MHOopMaLms.

Mpu nonyyaBaHe Ha CbMHUTETHW UMEH/T CbOBLLeHHS:

He “3mnon3BaiTe NocoyYeHUTe B TAX NIMHKOBE (IMHKBLT NpeACcTaBsaBa NpenpaTka KbM AafeHa
MHTEePHeT CTpaHMLa (CalT), 3aperkAaHeTo Ha KOATO CTaBa C K/IMKBaHe Ha /1eBus bYTOH Ha MULIKaTa
BbPXY /IMHKA). He 0TBapAWTe NPUIOXKEHWTE KbM UMeina darnose.

lMpenopbyMTeNHO € U3M0/I3BaHeTOo Ha C0¢T\/epHM NPOAYKTH, KOUTO UMAT ¢VHKLI,HOH8)1HOCT 3a
¢MﬂTpMpaHe Ha He)XXesiaHa nolia

Te3u CUCTeMM, KaKTO M Han-HoBMTE BEPCHKM Ha NporpamMmnTe 3a agMUHUCTPUPAHE Ha e/IeKTPOHHATa
notla, Ca B CbCTOAHME Oa HAaMaNAT PUCKOBETE, KaTo anTpMpaT MHOrO OT ONacHKUTe, U3MPaTeHn C

HE3aKOHHW LIeNn UMENnM.

Mpu nonyyaBaHeTo Ha UMENNU C Lien M3MaMa e Heo6X0AUMO A CUrHasu3upaTe no Hak-6bp3us
HauMH NPOKypaTypaTa WK NONULMATA, KaKTo U camaTa BaHka

He my oTroBapsiiTe, a BegHara MHGOpPMMpaiTe baHKaTa Ypes LeHTbpa 3a 06aXKaaHWsa MK KaTo
NoCceTHUTe 06CY»KBALLMA B Gunuan. CUrHanM3MpaHeTo Ha KOMMEeTeHTHWUTE BMAcTH 3a Cyyak,
KOWTO CYMTaTe 3@ NPEeCTbMNEHMS, M03B0/IABA Ha CblMTe He3abaBHO [a ce HamecsT, a Ha baHKaTta —
[a npegnpyeme 0TBETHW 3aLLMTHWA MEPKH, 3a [a Npeanasu KIMeHTUTe CH.

He ce AOBEpﬂBaFITe NPy Heo4YaKBaHU NpoMeHHU B Ha4HHa, no KOWTO Cce U3UCKBa OT Bac pga
BbBeXXaaTe BawuTe kogoBe 3a gocTbn A0 UHTepHeT ycnyraTta

B CI'I\/‘-I&VI Ha Heo4YakKBaHa NMpPoMAHa OTHOCHO Ha4MHa, No KOMTO nomb/BaTe BawuWTe Kogose 3a
00CTbN 00 MHTepHeT ycyraTta, 3a KOATO He CTe yBe0MeHH, MONIMM [a Ce CBbpxeTe ¢ baHkaTa
4ype3 LeHTbpa 3a 06aXKAaHUA WK KaTo NoceTuTe 06C}'IV)-KBaLLI,VIFI Bu CDW'IVIa}'I.

YHuKpepguTt bynbaHk, kaTo yacT oT rpynaTa Ha UniCredit, He U3UCKBa Kof0Be, Naponu 3a
[OCTbN WK apyra KoHdUaeHUHanHa HHGOPMaLUA NO eNIeKTPOHHaTa nowa (Mmern)!

He ce noBepsABaviTe Ha UMeWn, B KOMTO Ce U3UCKBAT KOHQUAEHLMANHM AaHHKW, A0PW Aa € NoAyYeH
0T MO3HaTK nogaTenu. Npr HUKaKBKW o0bcToATencTea YHUKpeauT bynbaHK He M3UCKBA OT CBOMTE
KMIMEHTH Upe3 MMern Naponu, NOTPeBUTEeNCKU OEHTUOMKATOP, KOAOBE 3a AOCTbMN A0 YCAYrK
(Hanpvmep bynbaHk OHNaMH), PIN-Kof0Be, HoMepa Ha baHKOBW KapTW WK Apyra
KOHbHWOEHUMaNHa MHPopMaLmA.
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3ALLMTA

* [penopbyuTesIHO € U3M0SI3BaHEeTO HAa aHTUBUPYCEH co¢1’yep
Nmennute mnm ye6 CaMToBETE, KOWUTO LIeNAT M3Mama, MoraT Aa CbAbPXAT KU 0MNaCHK NPOrpamu,
KOMTO Ca Cb3AadeHn C uen Aa npuxeaHaT v nNpenpaTaT I-(OHd)M[J,EHLI,I/Ia}'IHM JTM4YHKU OAHHU KbM
KOMMKOTbPA Ha 3/10HaMepeHo fuLe. AHTUBUPYCHMUTE NAKeTH Ca B CbCTOAHME O3 OTKPHUAT U
anapMMparT 3a HanM4yMeTo Ha Tak1Ba omnacHKW nporpamu. MpenopbyMTenHo e M3non3saHaTa
dHTHMBMPYCHa Nnporpama aa bbae nogabpXaHa OT CneumanucT.

e [lpenopbyYMTEeNHO e U3MN03BAaHETO U NOAAbPIKAaHETO Ha aKTyaneH NepcoHasieH WiK
KopnopaTtuseH Firewall

Cnaiyebp NpeacTaBnaBaT KOMMKOTbPHKW NPOrpamMu, KOUTO CiedaT NoTPebUTeNCKUTE OeNCTBHS,
3anMcBaT BbBeAeHa 0T NoTpebuTens MHdopMaLmMs W A NpeaasaT Ha 3n10HaMepeHu nuua. Morat
[a 6b4aT MHCTaIMPaHKW Ha Balivs KOMMAKOTBP 0T 3/10HaMepeH0 Cb3AaAeH codTyep, yeb CanT unm
nmern. CbLLecTBYBAT KOMBMHUPAHKW PELIEHWS aHTUBMPYCHK / aHTU-cnaryebp / firewall pelueHus.

[penopbyYnTEIHO € M3M0N3BAHOTO peLleHWe Aa bvae nooabpXaHo OT Creunanmct.

* [penopbyBame aKTyasiu3MpaHe rnoHe BeiHbXX Ha WecTMeceyre onepayMoHHaTa cMcTemMa 1

BCHUKM M3MON3BaHW NPOrpamu
OUPMUTE-NIPOU3BOAMTENM HA COPTYEP, ONepaLMOHHU CUCTeMM K yeb Bpay3bpy NepUoLMYHO

npegocTaBAT OHNanH dKTyanm3aumm Ha CblliMTe, KOUTO MOraT Aa 6baaT 6e3nnaTHo 3apeneHu (T.

H. patch) W KaTo NoJo6peHHs yBeMYaBaT v HUBOTO Ha CMIypHOCT. B yeb cakToBeTe Ha Te3u
bVPMK MOXKETe [1a NPoBepUTE Aanu BawuaT 6pay3bp e akTyanusupaH W, B Clydai Ye He e, fa
MHCTanMpaTe aKTyanHuTe patch.

MoASbprKAaHETO Ha aKTyasHa onepaLmMoHHa cucTema, 6pay3bp, eNeKTPOHHA MoLLa W NoM3BaH
codTyep, KaTo UAN0 Hamansea T. H. YSI3BMMOCT Ha MPUIOMKEHUATA, OT KOSATO 06MKHOBEHO Ce

Bb3Mnon3ear I/IH(])OpMaLI,MOHHMTE NpecTbNHULN. CnepBanTe MHCTPYKLUKUKUTE 3a CUTYPHOCT, AaBaHK

OT NPOM3BOAMTENSA Ha OMepaLMoHHaTa cMcTema M apyr codbTyep, KOMTOo 13non3sate!

* He MHCTanupaiTe W He W3N0N3BailTe codTyep CbC CbMHUTE/NEH Npou3xopa!

* [lpoBepsABaiTe gocTbna go bynbaHk OHNaKH oT Bale Mme upes cpefCcTBaTa, NPefoCcTaBeHU

Ha yeb caunTal

* [py HeobX04MUMOCT OT NOAAPBLIKKA OT CTPaHa Ha YHUKpeauT byn6aHK, No Bb3MOXKHOCT
u3non3seanTe cBo60aHK cbobLieHUA Ha caiTa Ha byn6aHk OHNakH, a He MMeln agpeca 3a
nogapbiKKa.

e [lpu peMOHT Ha Balu1si KOMMIOTHLP WK NPEfOCTABSAHETO NO APYry NPUUUHU Ha GU3UUYECKH
JOCTbIN A0 Hero Ha TPeTH NIMLA, BK/IKUYUTESTHO U 06CNy)KBALLUTE KOMMKOTHPA BU
CneuUanucTu:

Morst eKCropTHUPanTe, CbxpaHeTe Ha BbHLLIEH HOCUTES W NaseTe Ha CUMrypHO MACTO Balims uudpos

CepTUdMKaT, KaTo e Tosa ro M3TpUeTe 0T bpay3bpa, C KOWTO paboTuTe. 3a Tasu Len,

CneaBanTe MHCTPYKLUMMTE Ha MPOM3BOAMTENS Ha Balwma 6paysbp nnu Tesn B bynbaHk OHNamH.

* 3a KopnopaTHBHU K/IMEHTH e yAa4yHO Aa NpeLeH1Te U3MosI3BaHeTo Ha KOM6MHUpaH nognuc
Ha NNaTeXXHUTe HapeXaaHus. Tasu Bb3MOXKHOCT ce npefocTass oT bynbaHk OHNaWH U MoXe

ba 6bae 3asBeHa U NpepocTaBeHa cnoped BawuWTe M3McKBaHUA 6e3 AONbAHUTENHO
3annawjaHe.

B cnyyal Ha HeobXoOMMOCT OT CbAenCcTBHe, MHDOPMALIMS MM CbMHEHWSA 3@ HeOTOPU3MPaH A0CTbN
00 Bawmsa KomnoTbp UKW TenedoH ce CBbpXKEeTe He3abaBHo € baHKaTta Ha TenedoH 0700 1 84 84
WM KPaTbK Homep “1 8484 oT Baluma MobuneH TenedoH.
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